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1. Block Cipher Cryptanalysis

1.1 Block Cipher

1.2 A Cryptanalytic Attack

1.3 Four Cryptanalytic Scenarios
1.4 Three Elementary Cryptanalysis Techniques
1.5 Advanced Cryptanalysis Techniques

@ An important primitive in symmetric-key cryptography.
* Main purpose: provide confidentiality — A most fundamental security goal.

@ An algorithm that transforms a fixed-length data block into another

data block of the same length under a secret user key.

* Input: plaintext.
* Output: ciphertext.
* Three sub-algorithms: encryption, decryption, key schedule.

@ Constructed by repeating a simple function many times, known as
the iterated method.

An iteration: a round.

The repeated function: the round function.

The key used in a round: a round subkey.

The number of iterations: the number of rounds.

The round subkeys are generated from the user key under a key schedule algorithm.
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1.1 Block Cipher
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1.5 Advanced Cryptanalysis Techniques

@ An algorithm that distinguishes a cryptosystem from a random
function.

@ Usually measured using the following three metrics:
* Data complexity

— The numbers of plaintexts and/or ciphertexts required.

* Memory (storage) complexity
— The amount of memory required.

* Time (computational) complexity
— The amount of computation or time required, how many
encryptions/decryptions or memory accesses.

o Goals:

* Break a cryptosystem (ideally, in a practical complexity).
* Enable more secure cryptosystems to be designed.
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1.5 Advanced Cryptanalysis Techniques

1.3 Four C

o Ciphertext-only attack scenario
* Have access to a number of ciphertexts.

@ Known-plaintext attack scenario
* Have access to a number of ciphertexts and the corresponding plaintexts.
o Chosen-plaintext/cipertext attack scenario
* Can choose a number of plaintexts (or ciphertexts), and be given the corresponding
ciphertexts (or plaintexts).
@ Adaptive chosen plaintext and ciphertext attack scenario

* Can choose plaintexts (or ciphertexts) and be given the corresponding ciphertexts (or
plaintexts). Based on the information obtained, the attacker can then choose further
plaintexts/ciphertexts, and be given the corresponding ciphertexts/plaintexts ...
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1.2 A Cryptanalytic Attack

1.3 Four Cryptanalytic Scenarios

1.4 Three El y Cr lysi:
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1.4 Three

Assume an n-bit block cipher with a k-bit user key Ex(-).

@ A dictionary attack

* Build a table of all possible ciphertexts corresponding to one particular plaintext, with
one entry for each possible key: C; = Ex;(P).

* Data: 2¥ ciphertexts, Memory: 25 n-bit, Time: negligible.

@ A codebook attack:

* Build a table of the ciphertexts for all the plaintexts encrypted using one unknown
key: C,' = EK(P,').
* Data: 2" plaintext-ciphertext pairs, Memory: 2" n-bit, Time: negligible.

@ An exhaustive key search (or brute force search) attack:
* Try every possible key, given a known plaintext-ciphertext pair. The correct key will
yield the correct correspondence: E;(P) ENYe

* Data: negligible, Memory: negligible, Time: 2X encryptions.
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1.5 Advanc

An attack is commonly regarded as effective if it is faster than an
exhaustive key search.
A trade-off between data, time and/or memory.

@ Meet-in-the-middle attack
* Reflection-meet-in-the-middle attack, Higher-order meet-in-the-middle attack

@ Differential cryptanalysis

* Truncated differential, Higher-order differential, Impossible differential
* Boomerang, Amplified boomerang, Rectangle attacks, Impossible boomerang

Linear cryptanalysis
Differential-linear cryptanalysis

@ Integral cryptanalysis
* Square attack, Saturation attack

@ Slide attack, Reflection attack
Related-key attack
@ Algebraic cryptanalysis
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1.1 Block Cipher

1.2 A Cryptanalytic Attack

1.3 Four Cryptanalytic Scenarios
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@ Introduced in 1990 by Biham and Shamir.

@ Work in a chosen-plaintext/ciphertext attack scenario.

o Take advantage of how a specific difference in a pair of plaintexts
can affect a difference in the pair of ciphertexts (under the same

key).

@ A differential is the combination of the input difference and the

output difference.

@ The probability of the differential («, 8) for an n-bit block cipher E,

written Ao — AfS, is
PI’]E(AOé — Aﬁ)

{01

2=

[(E(P) © E(P & a) = B).

For a random function, the expected probability of any differential is

If Pre(Aa — AB) > 27", we can use the differential to distinguish E

from a random function.
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@ Independently introduced by Knudsen in 1992 and Biham in 1993.

o Different from differential cryptanalysis: The pair of ciphertexts are
obtained by encrypting the pair of plaintexts using two different keys
with a particular relationship, e.g. certain difference.

@ Probability of a related-key differential:

Pre, g, (Ao — AB) = Peforl}n(]EK(P) P Ex(P®a)=p).

e For a random function, the expected probability of any related-key
differential is 27",

If Prg, &, (Aa — AB) > 27", we can use the related-key differential to
distinguish E from a random function.
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1.5.3 Amp

@ Introduced in 2000 by Kelsey, Kohno and Schneier (as a variant of
the boomerang attack).

@ Work in a chosen-plaintext/ciphertext attack scenario.

@ Based on an amplified boomerang distinguisher:
* Treat a block cipher E as a cascade of two sub-ciphers E = E° o E!.
* Defined to be a pair of differentials (Aa — ASB, Ay — AJ):

- Aa — A for E° with probability p;
— A~ — A for E! with probability g.

* Concerned event: E(P) ®E(P') =5 and E(P D o) DE(P  ®a) =6
* Probability: p?q?2~" approximately (under assumptions).

e For a random function, the expected probability of any amplified
boomerang distinguisher is 272"

If p?q> > 27", we can use the distinguisher to distinguish between E and
a random function.
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1.5.4 Relat

@ A combination of the amplified boomerang attack and related-key
cryptanalysis.

@ Based on a related-key amplified boomerang distinguisher.
* Treat a block cipher E as E = E° o E!.
* Work typically in a related-key attack scenario with four related keys Ka, Kg, Kc, Kp:

- Ka® Kg = Kc @ Kp;
- Ka® Kc = Kg @ Kp.
* Consist of four related-key differentials.
* Concerned event: IEKA(P) @ ]EKC(P') = ¢ and ]EKB(P O a)d ]EKD(P' @ a)=14.
* Probability: p>q®2~" approximately (under assumptions).
@ For a random function, the expected probability of any related-key
amplified boomerang distinguisher is 272",

If p2g? > 27", we can use the distinguisher to distinguish between E and
a random function.
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2.1 Introduction
2.2 Structure

2.3 Key Schedule
2.4 Security

2. The MISTY1 Block Cipher

2.1 Introd

o Designed by Mitsubishi (Matsui et al.), published in 1995.

@ A 64-bit block cipher, a user key of 128 bits, and a recommended
number of 8 rounds, with a total of 10 key-dependent logical
functions FL:

* two FL functions at the beginning;
* two FL functions inserted after every two rounds.

@ A Japanese CRYPTREC-recommended e-government cipher, an
European NESSIE selected cipher, an ISO international standard.

o Widely used in Mitsubishi products as well as in Japanese military.



2.1 Introduction
2.2 Structure

2.3 Key Schedule
2.4 Security

2. The MISTY1 Block Cipher

2.2 Struct

=]

Ge—y
KLjo

(CL) . FLl

KOj;y

b

(d) : MISTY1
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2.1 Introduction
2.2 Structure

2.3 Key Schedule
2.4 Security

2. The MISTY1 Block Cipher

1. Represent a user key K as eight 16-bit words K = (K3, Ko, -+ , Kg).

2. Generate a different set of eight 16-bit words K{, K3,--- , K§ by
K,/ = Fl(K,, K,'+1), for i = 1,2, e ,8.
3. Subkeys:

KOi1 = Ki, KOj2 = Kiy2, KOiz = Kiy7, KOig = Kita;
Kl = Kl 5, Klio = Ki 1, Klis = K{ 3

KLi = Kia||K for i =1,3,5,7,9; otherwise, KL; = K%+2||Ké+4.

!/
i+l ’
= +6



2.1 Introduction
2.2 Structure

2.3 Key Schedule
2.4 Security

2. The MISTY1 Block Cipher

2.4 Securit

@ Has been extensively analysed against a variety of cryptanalytic
methods.

@ No whatever cryptanalytic attack on the full version.



3.1 Related Work
5103.57 ) X . N 3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.

3.2 Weak Keys for a Related-Key Differential Attack 3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 210257 Weak Keys

Dai and Chen'’s related-key differential attack on 8-round MISTY1 with
only the last 8 FL functions (INSCRYPT 2011).

o A class of 219 weak keys.

* A weak key is a user key under which a cipher is more vulnerable to be attacked.

@ A 7-round related-key differential characteristic with probability 27°.

o Attacking the 8-round reduced version under weak keys.

* Attack procedure is straightforward, by conducting a key recovery on FO; in a way
similar to the early abort technique for impossible differential cryptanalysis.

* Data complexity: 2% chosen ciphertexts.
* Memory complexity: 2% bytes.

* Time complexity: 2%6-% encryptions.



3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

Three binary constants:
* 7-bit a = 0010000;
* 16-bit b = 0010000000010000;
* 16-bit ¢ = 0010000000000000.

Let Ka, Kg be two 128-bit user keys:
Ka = (K1, Kz, K3, Ka, Ks, Ks, K7, Ks),
Kp = (K1, K2, K3, Ka, Ks, Kg , K7, Kg).
Let K;‘, Ké be the corresponding 128-bit words generated by the key schedule:
KA = (Kl/v Kz/, K3/7 Kziv K!Sl7 Ké, K7/7 Ksl)v
K = (K{, Ky, K3, Ko, K™ K™ Ky KG).

The class of weak keys is defined to be the set of all possible (Ka, Kg) satisfying the following 10
conditions:

Ke DK =c, KidDK*=b K OK*"=c, Ke2=0, Kr3z=1,

K7,12 =0, Ks3 =1, K4/,3 =1, K4/,12 =1, K7/,3 =0.

The number:
|Ki| = 2167 [Ko| = 2167 |Ks| = 2167 ‘(K“v K5)| = 2307 |(K67 K7, Kg)‘ =27,

Therefore, a total of 219 weak keys.



3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

R
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3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

pr=278

ARy = (02]|a)

Round 2

Not all the 2 possible K7 (ie. K1) defined by the weak key class make Prgy,, (Ab— Ac) > 0!
The number of K7 defined by the weak key class is 2%, the mumber of K} satisfying Prpr,, (Ab— Ac) > 0 is abou QUIT,

The mumber of K2 defined by the weak key class & satisfying Prey,, (Ab— Ac) > 0 is about 27,
PI‘FIJ\ [Ab - A(I] =) /2

14 j9-13.42
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3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

Not all the 2!8 possible K (i.e. KI7) defined by the weak key class make Prpy,,(Ac — Ac) > 0
The number of K} defined by the weak key class is 2'°, the mumber of K} satisfying Prey,, (Ab— Ac) > 0 is 21
The number of K4 defined by the weak key class & satisfying Prpr., (Ac = Ac) > 0is 2 2,

Prpr,(Ac = Ac) =275,
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3.1 Related Work

5103.57 ¥ " . 3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.2 Weak Keys for a Related-Key Differential Attack 3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 2102-57 Weak Keys

As a result,

o A class of 219257 weak keys:
_ 16 _ 531 _ 530 ~ 025.57
|K1| =2 5 |(K2= K3)| =2 5 |(K4a K5)| =2 5 |(K6a K?a Kg)‘ ~ 2
* K| =2, |Ks| = 2'°.
* Ky =235, VK], 3212 (K{, Ks).
* |K2/.8—16‘ = 28v K3l‘ = 216: |K4/.8716‘ =2%

@ A 7-round related-key differential with probability 2758
* (b110%]]c) = (0%]|c]|0%).



3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full M&STYI under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

Hash table 77:

(x,z ®n): The left halves of a plaintext pair 39 bits

Only three possible input differences n = 0070000000000000|]0070000000000000
X: output difference of FI;5

Store satisfying (K, K3, K54 14) into Table 77 indexed by (x,7n, X)

Round 1

b/[016 0'%le

Memory complexity: 27591 bytes; Time complexity: 2735 FI computations.
For every (x,n, X), there are 2% satisfying (K1, K3, K} 4) on average.
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3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full M&STYI under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

Hash table 75:

Y: output difference of FI3
Store satisfying (Kg, K7, Ks) into Table T indexed by (z,71,Y, K1, K¢ 1)

X & (09]]a)

Round 1 ¢ AKIN/Kf g g

bHOlB O]GHC

284.

Memory complexity: 2847 bytes; Time complexity: 2816 FI computations.

For every (z,1,Y, K1, K} s_15), there are 2°57 satisfying (Kg, K7, K3) on average.

Weak Keys of the Full MISTY1 Block Cipher for Related-Key Cryptanalysis



3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full M&STYI under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

FL

Round 1

o
N

bHUlG Ulﬁuc

Step 1: Choose 2%° ciphertext pairs with difference (0%2|c[|0%F).

Step 2: Keep plaintext pairs with difference (5||?)

Step 3: Focus on FLy. Guess (K3, K5), compute X, Y.

Step 4: Focus on FL; and FI;,. Obtain satisfying (Ky, K3, Kb g _;) from Table 7.

Step 5: Retrieve Ky from Kj = FI(K3, Ky), compute K} = FI(Ky, K5).

Step 6: Focus on FL;, FI;; and FI;3. Obtain satisfying (K, K7, Ks) from Table 7.

Step 7: Increase 1 to counters for (K1, Kjg g, K3, Ky, K5, Ko, K7, Kg).

Step 8: For a subkey guess whose counter number is larger than or equal to 3, exhaustively search the remaining 7 key bits.
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3. 2103.57 \yeak Keys for a Related-Key Differential Attack

e Memory complexity: 2992 bytes.

Success probability: 76%.

3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full M&STYI under Weak Keys

3.4 Another Class of 2192-57 Weak Keys

Data complexity: 2% chosen ciphertexts.

Time complexity: 28794 encryptions.

Weak Keys of the Full MISTY1 Block Cipher for Related-Key Cryptanalysis



3.1 Related Work

3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
3.3 Attacking the Full MISTY1 under Weak Keys

3.4 Another Class of 2-Y<->/ Weak Keys

3. 2103.57 \yeak Keys for a Related-Key Differential Attack

3.4 Anoth

Focus on the 7-round related-key differential characteristic:

bl|01® 0%||c
¢ AKIags = (021]a) &

Round 2 o " D@f

Koy w‘\ a Al\lz -
c||0t6
Round 8
et oo
FLo

Consider the other possible value of K% 5, further classified by K 3:
KLs=1,Ki3=1A=c|lc
Kliy=1K;3=0A=0c

Weak Keys of the Full MISTY1 Block Cipher for Related-Key Cryptanalysis



4.1 Related Work

4.2 An 7-Round Distil

4.3 Attacking the Full MISTY1 under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

Chen and Dai’s related-key amplified boomerang attack on 8-round
MISTY1 with only the first 8 FL functions (CHINACRYPT 2011).

o A class of 2% weak keys.

@ A 7-round related-key amplified boomerang distinguisher with
probability 27118,

o Attacking the 8-round reduced version under weak keys.

* Attack procedure is straightforward, by conducting a key recovery on FOg in a way

similar to the early abort technique.

Data complexity: 2% chosen plaintexts.

Memory complexity: 2% bytes.

Time complexity: 27° encryptions.



4.1 Related Work

4.2 An Imp 7-Round Disti

4.3 Attacking the Full MISTY1 under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

Let Ka, Kg, Kc, Kp be four 128-bit user keys:
Ka = (K1, K2, K3, Ka, Ks, K, K7, Kg),  Ks = (K1, K, K3, Ka, Ks, Ks, K7, Kg),
Kc = (K1, K2, Ks, Ka, Ks, K¢, K7, Ks),  Kp = (K1, Ky, K3, Ka, Ks, K¢, K7, Kg).

Let Kj, Kg, Ké, K/, be the corresponding 128-bit words generated by the key schedule:

K= KKK KD, I = (KK K,

KC = (K17 K27 K37 K47 KS 7K6 7K77 K8)7 KD = (Kl 7K2 ’ K37 K47 K5 7K6 ’ K77 KS)‘
The class of weak keys is defined to be the set of all possible (Ka, Kg, Kc, Kp) satisfying the
following 12 conditions:

Ka® Ky =c, Ke®DK=c, K ®K"=b K ®K*=b,

Ky, ®K*=c, K DK =c, Ksz=1, Ks 12 =0,

Kis =0, K73 =1, K7,12 =0, Kg3 = 0.

The number:

[Ki| = 2", |(Ka, Ks)| = 2, |(Ka, Ks)| = 2%, |(Ks, K7)| = 2, | Ks| = 2°.

290

Therefore, a total of weak keys.



4.1 Related Work
4.2 An 7-Round Distil

592 1 o 4.3 Attacking the Full MISTY1 under Weak Keys
4. 27% Weak Keys for a Related-Key Amplified Boomerang Attack 4.4 Three Other Classes of 29 Weak Keys

A 7-round related-key amplified boomerang distinguisher with probability
p?q?2 ™" =12 x (2727)% x 2764 = 27118 ynder weak keys.

*

Eo: Rounds 1 -2, including FL4 but excluding FLs.
* Ei: Rounds 3 -7, including FL3 (but excluding FL4).

* Related-key differential Aac — A for Eg: (0*||b) — (0%2]|c||0%) with probability 1.

Related-key differential Ay — AJ for Ey: (0°%]|b) — 0 with probability 272",

VoK Keys o the Pl ST BiocK Cipher or ReIStoa.Ikay Crypianaiyen



4.1 Related Work

4.2 An Imp 7-Round Disti

4.3 Attacking the Full MISTY1 under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

The Two




4.1 Related Work
2 An Imp 1 7-Round Distinguish

4.3 Attacking the Full MISTY1 under Weak Keys

4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

Surprisingly, all the possible (K3, K5') (i.e. KTry) defined by the weak key class make Pry,,(Ac = Ac) > 0!
Prer,(Ac = Ac) =275,
Thus, a 7-round related-key amplified boomerang distinguisher with
probability 27116,
Weak Keys of the Full MISTY1 Block Cipher for Related-Key Cryptanalysis



4.1 Related Work

4.2 An 7-Round Distingui

4.3 Attacking the Full MISTS& under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

Hash table 77:

x € {0,1}3% Input of FOg without K.
X: The right 9 bits of the output difference of FLg;
Y: Output difference of FLgs

Store satisfying = into Table 77 indexed by (K3}, Kf, K7, X,Y").

Round 8

AKIgiy =a

Memory complexity: 27 bytes; Time complexity: 27! FI computations.

For every (K%, KL, K7, X,Y), there are 28 satisfying x on average.
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4.1 Related Work

4.2 An Imp 7-Round Distingui

4.3 Attacking the Full MISTS& under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

Hash table 75:
7 € {0,1}* Tnput of FLy;.

A: Output of FLy after being xored with (K||0'6).
Store (K7, K) into Table 75 indexed first by K7 and then by (z, A).

Round 8

Memory complexity: 27 bytes; Time complexity: 2™ FL computations.

Set a binary marker, “up” and “down”, to the set of 2% (z, \) under each (K7, K, K).
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4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

Step 1:
Step 2:
Step 3:
Step 4:
Step 5:
Step 6:
Step T:
Step 8:

4.1 Related Work

4.2 An 7-Round Distingui

4.3 Attacking the Full MISTS& under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

Choose two sets of 2°%° plaintext pairs with difference (0*%]|b).

Keep the quartets such that each ciphertext pair has difference (?]0).

Focus on FLg. Guess K}, keep the quartets such that each pair has 7-bit difference a.

Focus on FLg. Guess K5, compute (X,Y) and (X*,Y™).

Guess K7, get the two possible values for Ks, and compute K.

Focus on FIg; and Flgs. Obtain possible inputs to FOg excluding XOR with Kg from Table 7.
Focus on FLyj. Obtain (K, Ks) from Table 7.

For a subkey guess whose counter is non-zero, exhaustively search the remaining key bits.

Jigiang Lu Weak Keys of the Full MISTY1 Block Cipher for Related-Key Cryptanalysis



4.1 Related Work

4.2 An Imp 7-Round Distingui

4.3 Attacking the Full MISTS& under Weak Keys
4.4 Three Other Classes of 27Y Weak Keys

4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

4.3.3 Attac

Data complexity: 2905 chosen plaintexts.

e Memory complexity: 28907 pytes.

* On-line: 27823,
* Off-line; 27°-%8.

Time complexity: 28918 encryptions.

@ Success probability: 86%.



4.1 Related Work

4.2 An 7-Round Disti

4.3 Atlackmg the Full MISTY1 under Weak Keys
4.4 Three Other Classes of 2°° Weak Keys

. 292 Weak Keys for a Related-Key Amplified Boomerang Attack

4.4 Three

Focus on the first related-key differential:

Consider the three other possible combinations of (K33, Kp,12), further cl

sified by (K35, K5 10)

Pr=1 Pr

nontt NS pelicper X*{:DﬁS-JD |

Round 2 ¢[0'¢
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5. Conclu

Have presented related-key differential and amplified boomerang attacks
on the full MISTY1 algorithm under certain weak key assumptions.

* Have described 21957 weak keys for a related-key differential attack on the full MISTY1.

* Have described 2°2 weak keys for a related-key amplified boomerang attack on the full
MISTY1.

* Quite theoretical, for the attacks work under the assumptions of weak-key and related-key
scenarios and their complexities are very high.

The MISTY1 cipher does not behave like a random function (in the
related-key model), and cannot be regarded to be an ideal cipher.



Summary o

[ #Rounds | FL[#Keys[Attack Type Data  Time Year |
6 (1 —6) |yes| 212 |Impossible differential 251cp  2'234Enc. 2008
6 (1 —6) |yes| 2'2® |Higher-order differential 253-7Cp 2%4Enc. 2008
6 (3 —8) |yes| 2'2® |Integral 2%2CcC 2'2%-1Enc. 2009
7(1—7) |yes| 2'2® |Higher-order differential 2%-1cp 2'0-7Enc. 2008
7t (2 —8)|yes| 27 |Related-key amplified boomerang 25*CP  2%°-Enc. 2008
87 (1 —8)|yes| 2% |Related-key amplified boomerang 2°CP  2°Enc. 2011
8! (1 — 8)|yes| 21%% |Related-key differential 28cC 2%0-%Enc. 2011

full yes | 2193-57 | Related-key differential 2%lcC 287-%Enc. 2012
292 | Related-key amplified boomerang 2%0-°CP 280-8Enc. 2012

CP: Chosen Plaintexts, CC: Chosen Ciphertexts, Enc.: Encryptions,

t: Exclude the first/last layer of two FL functions, {: There is a flaw.
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Thank you!

Questions or Comments?



	1. Block Cipher Cryptanalysis
	1.1 Block Cipher
	1.2 A Cryptanalytic Attack
	1.3 Four Cryptanalytic Scenarios
	1.4 Three Elementary Cryptanalysis Techniques
	1.5 Advanced Cryptanalysis Techniques

	2. The MISTY1 Block Cipher
	2.1 Introduction
	2.2 Structure
	2.3 Key Schedule
	2.4 Security

	3. 2103.57 Weak Keys for a Related-Key Differential Attack
	3.1 Related Work
	3.2 A Corrected Class of Weak Keys and Improved 7-Round Related-Key Diff.
	3.3 Attacking the Full MISTY1 under Weak Keys
	3.4 Another Class of 2102.57 Weak Keys

	4. 292 Weak Keys for a Related-Key Amplified Boomerang Attack
	4.1 Related Work
	4.2 An Improved 7-Round Distinguisher
	4.3 Attacking the Full MISTY1 under Weak Keys
	4.4 Three Other Classes of 290 Weak Keys

	5. Conclusions

